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Introduction

Welcome to the ConfirmSend User Guide! This guide will help you to install and configure ConfirmSend
on your Windows PC. Before you get started, please ensure that your system meets the minimum
requirements for running ConfirmSend, which are:

Microsoft Windows 7 to 11

500 MHz or higher processor. We recommend a dual-core (Core 2) processor, similar to the
recommendation for running Windows 7.

Capable processor for running Microsoft Office 2010 - 365.

Microsoft Outlook 2010-365

256 MB memory or higher.

1.5 GB free hard disk space.

If your system meets these requirements, you're ready to get started with the installation process.
This guide will walk you through each step, including downloading the application, configuring
settings, and using ConfirmSend to send your emails securely and efficiently. So, let's get started!
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About ConfirmSend

ConfirmSend is a Microsoft Outlook add-in solution designed to prevent misdirected emails and
appointments, which can result in significant business losses and compliance issues. ConfirmSend is
GDPR compliant and registered with the ICO, making it an ideal solution for businesses that handle
sensitive or confidential information. It offers two solutions: one that allows users to confirm emails
before sending and another that enforces a 10-second delay to prevent rushed actions. ConfirmSend
has been tried and tested by high-profile law firms, investment bankers, accountants, and finance/HR
departments, making it a reliable and effective solution for any business that uses Microsoft Outlook.
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System Requirements:

See Introduction for more information.

ConfirmSend is a Microsoft Outlook add-in solution that works on all versions of Microsoft Outlook,
including Microsoft Office 2010 - 365. It is designed to run on any Microsoft Windows operating
system from Windows 7 to 11. To ensure the smooth running of ConfirmSend, it is recommended to
have a processor of 500 MHz or higher, 256 MB memory or higher, and 1.5 GB of free hard disk space.
While ConfirmSend is an offline piece of software that does not collect or interrogate data, it is
necessary to have a capable processor for running Microsoft Office 2010 - 365. By meeting these
requirements, you can be sure that ConfirmSend will work optimally on your system.
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License Overview:

Confirmsend is a licensed software product that requires a valid license key to operate. To obtain a
license key, users must purchase a subscription for a period of one year, two years, or three years
from the https://www.confirmsend.co website. After the purchase is completed, users will be sent a
link to download the application and the corresponding license key for the duration of their
subscription.

The installation of the application is seamless. There is no request for information. When you send the
initial email whilst the addin is enabled, you will be prompted to enter the license key. Once entered,
the license key will be registered locally on the machine and users will be able to use Confirmsend
without any further activation required within that profile for that particular user. It is important to
note that the license is only valid for the duration of the subscription period purchased, and users
must renew their subscription to continue using Confirmsend after the license expires.

By using Confirmsend, users agree to the terms and conditions outlined in the user agreement, which
includes restrictions on copying, distributing, or modifying the software. Any unauthorized use of
Confirmsend is strictly prohibited and may result in legal action.
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Download and Installation

B

Open
ConfirmSend.zip ) Share with Skype
7-Zip >
|& Share
Open with >
Give access to >

Download the installation file using the Link/File provided.
A download link will be provided when you make a purchase. Alternatively a link will be sent to you
via email. The download link will present you with a Zip file.

B

ConfirmSend.zip

Extract the Zip file to your desired location. See below figures for further illustration.

Scan with Sophos Endpoint

Restore previous versions

Send to >

Cut
Copy

Create shortcut
Delete

Rename

Properties

Figure 2
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Scan with Sophos Endpoint

Restore previous versions

Send to

Cut
Copy

Create shortcut
Delete
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Open archive

Open archive

Extract files...

Extract Here

Extract to "ConfirmSend\"

Test archive

Add to archive...

Compress and email...

Add to "ConfirmSend_2.7z"

Compress to "ConfirmSend_2.7z" and email
Add to "ConfirmSend_2.7ip"

Compress to "ConfirmSend_2.zip" and email
CRC SHA

Properties

Figure 1

Once the files are extracted, you will be presented with a Folder containing 4 files. An executable (.exe)
and an .MSl file. Both of these files can be used to install the application. Please do not rename the
.MSiI file as the .exe file uses it as a reference.

ConfirmSend

Documentation

&4 1. PowerShell Unblock and Run MS5I Script.ps1

2. CMD Unblock and Run M5! Script.bat
ﬁEgj ConfirmSend.msi
Fe setup.exe

Note: If the MSl or .exe do not work, it is likely your system as ‘Blocked’ the files. Solution: Run the ‘1.
PowerShell Unblock and Run MSI Script.ps1’ or ‘2. CMD Unblock and Run MSI Script.bat’. This will
unblock the files and run the MSl installer. Alternatively right click -> properties and press the ‘Unbock’

button/checkbox on all files individually.

1 e

Confirm5end

Figure 4

Confirm5end zip

ConfirmSend.exe

Figure 3

ConfirmSend.msi
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Double click on either the .exe or MSl file to initiate installation. Click Next throughout.

ﬁ ConfirmSend — Y ‘E ConfirmSend — by
Welcome to the ConfirmSend Setup Wizard A Select Installation Folder )
=S D
The installer will guide you thraugh the steps required to install ConfirmSend on your computer. The installer will install ConfimSend to the following folder.

Toinstallin this folder, click "Mext”. To install to a different folder, ernter it below or click "Browss".

Falder:
C:\Program Files\ConfirmS end' Browse...
Disk Cost...

WARMING: This computer program is protected by copyright law and intemational treaties,

Unauthorized duplication o distibution of this program, or any portion of it, may result in severe civil

or criminal penalties, and will be prosecuted to the maximum extent possible under the law,

e
< Back Cancel < Back Cancel
15 ConfirmSend — 17 ConfirmSend - X
Confirm Installation Installation Complete A
e A )

The installer is ready to install ConfimSend on your computer. ConfimSend has been successtully installed.
Click "Mext" to start the installation. Click "Cloge" to esit.

Please use ‘Windows Update to check for any critical updates to the MET Framework.

B
< Back Cancel < Back Cancel

Figure 5

Open Microsoft Outlook.

You will now be presented with the CONFIRM SEND Add-in located in the Ribbon bar.

Home Send [ Receive Folder View COMNFIRM SEND Q Tell me what you want to do...

Enable Confirm Send 7
Do you want to add a 10 second Delay T

Confirm 5end

Figure 6

Send an email to be prompted for the License key.
Enter the license key. This will be provided to you within 24 — 48 hours after you have made a purchase.

Note: It is recommended that you purchase a longer duration licence subscription to avoid having to
update your licence key on each profile/machine.
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Please note, by default the ‘Enable Confirm Send’ is checked on installation. If you check ‘Do you want
to add a 10 second Delay’ then the send button counts down from 10; giving you time to check your
recipients, attachments or appointments. [See: Using ConfirmSend - Sending a Delayed Email]

See Figure 7: Here is an example of the License key prompt. Once you enter the key, click OK and you
will be presented with a Thank you dialogue box. Click OK to acknowledge this. Your licence is now
registered for the current user on that particular machine.

Home Send / Receive Folder View CONFIRM SEND Q Tell me what you want to do...

/| Do you want te Confirm before Sending?

Confirm Send | @& Confirm Sending License x|
This is } ! -
Please enter svalidlicen| cog oo fenced X
Format Text Review W Tell mr y W5buQOeyAMORSIcFskbgTd PBUAFIKTERQ2ABFIeHIBTATS
RelpacB7gDa2I0ECChVIdky|
K e &% [l Attach File - \EIT > - a D
i i =] Thank
Y@ 5 pttach ttem~ o ank tou
Paste B I u|a. A Address Check B Confirm Sending License
© Book Names D‘S\gnature'
Clipboard Basic Text Mames Include Please enter avalid license key Confi Cancel
‘W5buQCeyAdsfsdfwrtyt4323t3twef2r)

Ta. | |IESTETESTDOMAIN.COM a2308CChVEd] Copyright © 2018 JPMIT
=1

Ce..
Send 5

Bec... B Confirm Sending License N

E ConfirmSend Ok cancel
Subject This is a test message | Please enter a valid license key
| /" Copyright © 2018 JPMIT

This is a test message.
Kindest
ConfirmSend Team

“Conf Send’ =

Copyright © 2018 IPMIT

Figure 7
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Using ConfirmSend - Sending Email

When sending an email using ConfirmSend, the user will be prompted with a confirmation dialogue
box. This box will allow the user to review the recipients and attachments before sending. The dialogue
box will display the email addresses in the To:, Cc:, and Bcc: fields as well as any attachments. The user
can deselect any recipients or attachments they wish to remove or click cancel to amend the email
directly. Please note that if cancel is clicked and then send is clicked again, the ConfirmSend dialogue
box will prompt again.

Additionally, the dialogue box will display a GDPR statement which reads: "By clicking ‘Send’ you
acknowledge confirmation of all recipients of this email; that no sensitive or personal information is
included and that the email complies with the company GDPR Data Protection Policy." This statement
ensures that the employee sending the email is accountable for their actions and that they should be
abiding by the company's GDPR policy.

It is important to note that the ICO Data Protection Principles state that employee accountability is
necessary when handling personal data. This means that appropriate measures and records should be
in place to demonstrate compliance. Furthermore, it is the responsibility of the employee to use data
in a lawful manner and to store all data correctly, ensuring that it is secure and protected against
unlawful processing, accidental loss, or destruction.

Remember to review the ConfirmSend confirmation dialogue box carefully before clicking "Send" to
ensure that the email is being sent to the intended recipients and that it complies with the company's
GDPR Data Protection Policy.

& This is a test message - Message (HTML)

Message Insert Options Format Text Review Q@ Tell me what you want te do...

Eﬂ é&@ ) Attach File - \EI |1>v .’ D

U2 Attach tem -

Paste Address Check . Assign Office View
- Book Names L& Signature~  pgicy= ¥ | Addins Templates
Clipboard Basic Text MNames Include Tags | Add-ins My Templates -
TEST@TESTDOMAIN.COM . -
1= L 8% Confirm Sending X L
Cc..
Send Please confirm that each of the follawing recipients should receive this message [
Bec..
Select All N

Subject This is a test message

To: [ TEST@TESTDOMAIN.COM 3

This is a test message.
Kindest
ConfirmSend Team

By clicking “Send’ you acknowledge confirmation of all recipients of this email;
that no sensitive or personal information is included and that the email
complies with the company GDPR Data Protection Policy.

- @ Send Cancel
& ConfirmSend

Copyright € 2018 JPMIT

Figure 8
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Using ConfirmSend — Sending Calendar Appointment Invite

ConfirmSend provides an added layer of protection when sending calendar appointment invites.
When you create an appointment in your calendar and send an invitation to a recipient, you will be
prompted with a ConfirmSend confirmation dialogue box. This will allow you to verify the recipients
and ensure that no sensitive or personal information is included.

The dialogue box displays the email addresses entered in the To:, Cc:, and Bcc: fields as well as any
attachments. You can deselect recipients or attachments as needed or cancel and make changes to
the email. If you cancel and then click send, the ConfirmSend dialogue box will prompt again.

Additionally, the dialogue box allows you to modify the start and end time of the appointment. If the

appointment is an all-day event, you can select the 'All Day Event' check box to book the appointment
for the entire day.

Finally, before sending the appointment invitation, the dialogue box reads out a GDPR statement that
requires your acknowledgement. “By clicking ‘Send’, you confirm that all recipients have been verified,
no sensitive or personal information is included, and the email complies with the company's GDPR
Data Protection Policy.”

It's important to note that ConfirmSend empowers employees to be accountable for their actions and
comply with the company's GDPR policy. The ICO Data Protection Principles require employees to take
responsibility for how they handle personal data and ensure appropriate measures and records are in
place to demonstrate compliance. All data should be stored correctly and kept secure and protected
from any unlawful processing and against accidental loss or destruction.

Important GDPR Data Protection Meeting - Meeting

Format Text Review Q Tell me what you want to do...
ElAppointment EE ¥ Recurrence > D
x iz} L"Tshdr Sae .—' .Busy - | ’
=i Scheduli
Delete E;‘, - B8 Confirm Sending Meeting K Miew
nplates
Adtions sh Plezse confirm that each of the following recipients should receive this invitation emplates ~
Select All
6Vnu haven't sent this mes jer - X
| To: TEST@TESTD OMAIM.COM
8 Important GDPR Data Protection Meetin| To.. 1E5] s . ~
Meeting Insert Format Text Review Q Tell me what yd . 1
Subject Imp| Fr Sa Su
E Send L
= (=] Appaintment r\ T Busy L9 | sen ) x| 3 45
@® . > Location Hea 10 11 12
ES Scheduling Assistant 8 | e =
Delete (o ancel 15 minutes - ) 1 art Time |17,!03,f2023 v| | 2:00:00 PM 5 | [] Al Day Event 17 18 19
\vitation <1 7 Starttime | Fri s | | | < | 24 25 26
= 17/03/2023 2:30:00 PM =
Actions Show Attendees Options End time Fri 3_1
ﬂ‘fnu haven't sent this meeting invitation vet. . By clicking ‘Send’ you acknowledge confirmation of all recipients of this email;
9 et that no sensitive or personal information is included and that the email |
To TEST@TESTDOMAIN.COM; | This is a Test meeting tg complies with the company GDPR Data Protection Policy. ir Foor
1= ble room:
Subject Important GDPR Data Protection Meeting ® F
“ ConfirmSend seni | [ canel
Location Head Office
Start time Fri 17/03/2023 E 2:00 PM -
Copyright © 2018 IPMIT
End time Fri 17/03/2023 E 230FPM - T
v
This is a Test meeting to demonstrate ConfirmSend Good Fair Foer
Chaoose an available room:
None
b4

Figure 9
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Using ConfirmSend - Sending a Delayed Email

If you check the ‘Do you want to add a 10 second Delay’ checkbox within the ConfirmSend ribbon. It
will add an optional 10 second delay to your emails or appointments. See below, the send button
counts down from 10; giving you time to check your recipients, attachments or appointments.

- This is a test message - Mes [HTML)

Message Insert Options Farmat Text Review Q Tell me what you want to do...

.'.E} 9‘.@ lj Attach File - E - .’ D

05 Attach ftem - !

Paste B I U # Address Check . Assign ) Office View
- Book MNames [ signature - Palicy ~ + Add-ins =~ Templates
Clipboard Basic Teps Bl laclid T el Ll A
B8 Confirm Sending >
To.. TEST: STDOM
=1 1 Please confirm that each of the following recipients should receive this message N
Cc.
Send I | i
= 1 [] Select all b
| Ter [ TEST@TESTDOMAIN.COM -
Subject This is a test me: @

This is a test message.

Kindest
Confirmsend Team By clicking “Send’ you acknowledge confirmation of zll recipients of this email;

that no sensitive or personal information is included and that the email

complies with the company GDPR Data Protection Policy.

® Send (9) Cancel
ConfirmSend
Copyright € 2018 JPMIT
Figure 10

In the event the email must be sent immediately and the sender has checked all details. They have an
option to click send before the 10 second delay is concluded. This is a bypass. If the user bypasses the
10 second delay they are prompted with a warning.

u | a Address Lheck Assign Uttice View
] Book Mames Q‘ Signature ~ Policy ~ ¥ Add-ins = Templates
Basic Ter+ | hamac 1 Leclida L Tame = fdd ime | his Tamnlatac
| @€ Confirm Sending X
TEST@IESTDOM I

1 Flease confirm that each of the following recipients should receive this message

1

Bypassing Delayed Send
1 Te: W L
This is a test meg

1 By choosing to bypass the delayed send, you acknowledge C
! that you are sending this email immediately and waive any
ssage. right to cancel or recall the email. Please ensure that the email
content and recipients are correct before proceeding.

By
am
thg

co s
@ | Send {10} |I Cancel
i ConfirmSend

Copyright © 2018 JFMIT

If the user clicks Yes to the warning, the email is sent. If the user clicks No to the warning, the email is
not sent and the countdown continues from where it was paused.

After the 10 second delay has passed, the send button will no longer prompt with a warning. Clicking

Send will send the email. This functionality applies to appointments also when the Delay option is
checked.
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ConfirmSend — Change/Customize LOGO

ConfirmSend is a powerful email and calendar protection tool that enhances data security by enabling
users to confirm recipient information and messages before sending them. The ConfirmSend dialogue
box is displayed when a user clicks the "Send" button in Microsoft Outlook. The dialogue box displays
critical information such as the recipient's email address, subject line, and message body, as well as
the ConfirmSend logo.

It's essential to note that the ConfirmSend logo displayed on the confirmation dialogue box is not
static. Users can customize or change the logo to their desired logo so long as it falls within the 202 x
50px height and width dimensions. Here's how to customize or change the ConfirmSend logo:

1. Make sure Microsoft Outlook is closed before changing the logo.

2. Save your custom logo in the "C:\Program Files\ConfirmSend" directory and name it
"logo.png."

3. Replace the existing "logo.png" file with your custom logo.png file. (Alternatively rename the
original to “logo.png.old”.

4. The next time you open Microsoft Outlook, your custom logo will appear in the ConfirmSend
confirmation dialogue box.

It's important to remember that the logo change will not be effective while Microsoft Outlook is open
since the file will be in use. Please close Microsoft Outlook before replacing the "logo.png" file with
your new custom logo. This way, the new logo will appear in the ConfirmSend confirmation dialogue
box when sending emails or calendar invites.

In conclusion, users can customize and change the ConfirmSend logo by following these simple steps.
This feature ensures that organizations can brand the ConfirmSend protection tool to their preference
while maintaining the application's usability and functionality.

. B8 Confirm Sending X
Examples of Custom Logos:
Please confirm that each of the foll owing recipients should receive this message
[ Select &ll
B4 Confirm Sending
To: TEST@TESTDOMAIN.COM
Please confirm thi
Select Al
8% Confirm Sending To: TEST@TESTDO By clicking ‘send’ you acknowledge confirmation of all recipients of this email;
that no sensitive or personal information is included and that the email
e el complies with the company GDPR Data Protection Policy.
select 2l . ® send Cancel
o
elec R a. Con Send
. . By clicking ‘Send’
B Confirm Sendin To: B TEST@TEST
9 @ that no sensitive
complies with the Copyright © 2018 JPMIT
Pl f . .
LRSI 8% Confirm Sending >
J.PMorgan
By clicking ‘| S Please confirm that each of the following recipients should receive this message
® = TEST@TE that no sensit
complies with ] select all
Please cor m Send Cancel To: TEST@TESTDOMAIN.COM
] Select £
el By clicking -
To: TEST@ that no sens, Copyright € 2018
complies witn tne company GUPK Uata Frotecion Folicy.
. send Cancel Selec By clicking ‘Send’ you acknowledge confirmation of all recipients of this email;
fUSIOn . o (e that no sensitive or personal information is included and that the email
complies with the company GDPR Data Protection Policy.
?}Yﬁi‘r‘ycgkls: Copyright & 2018 IPMIT Send Cancel
complies with the company GDPR Data Protection Policy. Deutsche Bank
= Send Cancel By click
e °I e that no Copyright @ 2018 JFMIT
complies with the company GDPR Data Protection Policy.
Copyright € 2018 IPMIT send Cancel
Ipsos MORI
Copyright © 2018 JPMIT

Figure 11
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Glossary of terms and FAQ:

Antivirus — Please ensure you whitelist the installation files within your Antivirus. Click Allow or
Unblock if prompted.

‘Blocked’ Files after downloading ConfirmSend.zip: Extract the files in your C:\Apps directory and run
the PowerShell or CMD script. It will unlock all files and run the ConfirmSend.msi installer.

ConfirmSend: An email sending software that provides a range of features to help users send emails
securely, efficiently and avoid email misdirection.

License key: A unique code that enables a user to access ConfirmSend features for a specific duration,
based on their subscription.

Subscription: A package purchased from the ConfirmSend website that provides access to
ConfirmSend features for a specific duration, such as 1 year, 2 years, or 3 years. Manual renewal.

Email encryption: The process of encoding emails to protect their contents from unauthorized access.

Email tracking: The process of monitoring emails to determine whether they have been received,
opened, or replied to. (ConfirmSend does not track emails)

Email recall: The process of retrieving an email that has been sent in error or needs to be modified
before delivery. (This is a Microsoft Outlook feature — it is recommended to avoid using this entirely,
this is why it is important to have ConfirmSend in place)

Email scheduling: The process of setting a specific time and date for an email to be sent.

Outlook add-in: A software component that integrates with Microsoft Outlook to provide additional
functionality.

Mail Merge: Mail merge lets you create a batch of documents that are personalized for each recipient.
For example, a form letter might be personalized to address each recipient by name. A data source,
like a list, spreadsheet, or database, is associated with the document. It is highly recommended that
you turn off ConfirmSend if you make use of Mail Merge. (Click the CONFIRMSEND tab and uncheck
the checkbox — ‘Do you want to Confirm before Sending?’.

*Resolution and size of text/app: If on installation ConfirmSend Resolution is not correct. This will be
due to your device resolution and ‘size of text, apps and other items’ % (Zoom) found in Display
settings. To resolve this issue; Close Outlook, Uninstall ConfirmSend, then change the Display
Resolution to (recommended), ‘change the size of text, apps and other items’ to 100%. Finally install
the application and send a test email. Now change the resolution back to how you prefer it.



